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On September 22, 2008, the Massachusetts Office of Consumer Affairs and Business Regulation 
("OCABR") released its “Standards for Protection of Personal Information of Residents of the 
Commonwealth”2 ("Massachusetts Regulations") as required by the 2007 Massachusetts security breach 
and data destruction law.3   Those Regulations create the most comprehensive set of general data security 
obligations yet to be imposed on businesses by a state.  Moreover, in the absence of comprehensive 
federal data security legislation,4 the Massachusetts Regulations, like the first state breach notification law 
enacted by California in 2003,5 will likely have a nationwide impact, both in terms of applicability and in 
encouraging other states to adopts similar rules.  And in fact, on December 15, 2008 New Jersey released 
its “Pre-Proposal” for similar regulations.6 

 
The Massachusetts Regulations apply to all businesses "that own, license, store or maintain 

personal information about a resident”7 regardless of where the business is located, its size, or its industry 
sector.  They define personal information as first name (or initial) and last name of a Massachusetts 
resident, in combination with at least one of the following data elements: (a) Social Security number; (b) 
driver's license number or state-ID number; or (c) financial account number, or credit or debit card 
number, with or without any required security code, access code, PIN or password.  

 
The deadline for compliance with the Massachusetts Regulations, originally January 1, 2009, has 

been extended until January 1, 2010.8   Regardless of the size or sophistication of the company, 
complying with the Regulations by their effective date will be daunting and likely to consume tremendous 
internal resources and in many cases, entail significant expense. 

 
Like the law in at least nine other states, the Massachusetts Regulations are intended to protect 

the “security and confidentiality” of personal information about residents.  But unlike those other state 
laws, which merely obligate companies to provide “reasonable security” to achieve that goal, the 
Massachusetts Regulations specifically require companies to: 

 

                                                 
1 Thomas J. Smedinghoff is a partner and Laura E. Hamady is an associate in the Privacy & Data Security Law Practice at the 
law firm of Wildman Harrold, in Chicago.  Mr. Smedinghoff recently authored INFORMATION SECURITY LAW: THE EMERGING 
STANDARD FOR CORPORATE COMPLIANCE (IT Governance Publishing, 2008).  They can be reached at 
smedinghoff@wildman.com and hamady@wildman.com. 
2 201 CMR 17.00 et. seq., available at http://www.mass.gov/Eoca/docs/idtheft/201CMR17amended.pdf. 
3 Mass. Gen. Laws. Ch. 93H, § 2(a) 
4 Efforts to enact preemptive privacy and data security legislation have made little progress in Congress to date.  For a discussion 
of congressional proposals for national information security standards, see Garner, Elizabeth, "Is Comprehensive Federal Data 
Security Legislation Necessary to Protect U.S. Businesses, Consumers and the Government from Identity Theft and Other 
Crimes?" Pp. 75-82. Thesis presented at John Hopkins University.  May, 2008.  Available at: 
https://jscholarship.library.jhu.edu/handle/1774.2/32775. 
5 CA SB 1386 (2003).  SB 1386 inspired a wave of like-minded state statutes after its enactment, as further discussed in this 
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7 201 CMR 17.01(b).   
8 OCABR Press release, February 12, 2009.  Available at: 
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&f=20090212_idtheft&csid=Eoca   
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• Implement a risk-based, process-oriented, “comprehensive, written information security 
program” in accordance with a detailed list of requirements; and 

• Encrypt all personal information that is: (1) stored on laptops or other portable devices, (2) 
contained in records and files transmitted over public networks “to the extent technically 
feasible,” and (3) transmitted wirelessly. 

 
Although the way in which each business complies with the Massachusetts Regulations will 

necessarily be based on its unique circumstances, the OCABR has released compliance guidelines and 
other informational resources (“Guidance”) that provide additional information to assist covered entities 
in complying with these requirements.9  The "Small Business Guide for Formulating a Comprehensive 
Written Information Security Program" (the "Guide") provides a template for a comprehensive written 
information security program.10  A "Compliance Checklist" highlights individual features of the 
Regulations "that [require] attention in order for a [company's comprehensive information security 
program] to be compliant;" and a list of "Frequently Asked Questions" ("FAQ") highlights certain of the 
Regulations' provisions and emphasizes that compliance must be appropriate to a company's size, scope 
and type, its resources, the type and extent of personal data handled and the security needed for the 
covered data. 
 
A. Duty to Implement Comprehensive Written Information Security Program 

 
At the heart of the Massachusetts Regulations is its requirement to “develop, implement, maintain 

and monitor a comprehensive, written information security program" designed to ensure the security and 
confidentiality of any records containing personal information.  The Regulations specify that an entity's 
security program must be reasonably consistent with industry standards, and must include appropriate 
administrative, technical, and physical safeguards for such records. 

 
While new at the state level, the basic requirements for a comprehensive security program 

embodied in the Massachusetts Regulations are largely a restatement of the legal definition of “reasonable 
security” that has evolved over the past several years at the federal level.  Similar requirements are 
embodied in a series of existing federal financial and health care industry regulations, and in numerous 
consent decrees entered in FTC enforcement actions.  As such, the duty to implement a comprehensive 
written information security program  should not be viewed as an anomaly, but rather as part of an 
evolving trend that began in certain regulated industries at the federal level and is now being extended to 
all businesses at the state level.  
 

1. How Did We Get Here? 
 
The obligation to develop and implement a comprehensive written information security program 

first appeared several years ago at the federal level in sector-specific legislation and regulations.  The 
Gramm-Leach-Bliley Act financial industry security regulations titled Guidelines Establishing Standards 
for Safeguarding Consumer Information issued by the Federal Reserve, the OCC, FDIC, and the Office of 

                                                 
9 The Guidance was released on on October 24, 2008 and is available on the OCABR website at 
www.mass.gov/?pageID=ocatopic&L=3&L0=Home&L1=Business&L2=Identity+Theft&sid=Eoca. 
10 Although the Regulations do not define "small business" it makes sense for covered companies to carefully examine the Guide, 
regardless of their size as the Guide sheds light on how the OCAMR would approach a written comprehensive information 
security program, and is notable for the fact that compared directly against the Regulations, it is clear that some of the more 
exacting elements in the Guide's sample plan are not inconsistent with, but also, not specifically required by, the Regulations. 
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Thrift Supervision, on February 1, 2001,11 and later adopted by the FTC in its Safeguards Rule on May 
23, 200212 require such a security program.  The Federal Information Security Management Act of 2002 
(“FISMA”), which applies to government agencies,13 and the HIPAA Security Standards issued by the 
Department of Health and Human Services on February 20. 2003,14  which apply in the healthcare sector, 
both also require comprehensive written information security plans.  

 
Shortly after the first of these sector-specific Federal regulations were issued, the FTC began 

adopting the view that a comprehensive information security program is a “best practice” applicable to all 
businesses and all industries .15  Thus, beginning in 2002, when the FTC began pursuing companies in a 
variety of non-regulated industries based on an alleged failure to provide adequate security for their data, 
all of the settlements and consent decrees required the defendants to develop and implement a 
comprehensive written information security program. 

 
In 2004, several states started enacting laws imposing a general obligation on all companies to 

implement information security.  The first was California, which enacted legislation requiring all 
businesses to “implement and maintain reasonable security procedures and practices” to protect personal 
information about California residents from unauthorized access, destruction, use, modification, or 
disclosure.16   Thereafter, several states17 enacted similar statutes.  These laws did not, however, define 
“reasonable security.” 
 

In 2007, Oregon enacted security legislation which expressly stated that its requirement for 
“reasonable safeguards” could be satisfied by complying with the GLB Security Regulations, the HIPAA 
Security Regulations, or implementation of an information security program specified in the statute.18  
However, the foregoing were set forth only as a safe harbor for compliance, and the statute appears to 
leave open the possibility that there might be other approaches to “reasonable security.   

 
In contrast, the Massachusetts Regulations represent the first time a state has required a formal 

comprehensive written information security plan using essentially the same requirements imposed by 
Federal regulations and FTC consent decrees.  And if New Jersey adopts its proposed regulations, it will 
impose a similar obligation.  

 

                                                 
11 66 Fed. Reg. 8616, February 1, 2001; 12 C.F.R. Part 30, Appendix B, Section II.A (OCC), 12 C.F.R. Part 208, Appendix D-2, 
Section II.A (Federal Reserve System), 12 C.F.R. Part 364, Appendix B, Section II.A (FDIC), 12 C.F.R. Part 570, Section II.A 
(Office of Thrift Supervision). 
12 67 Fed. Reg. 36484, May 23, 2002; 16 C.F.R. Part 314. 
13 44 U.S.C. Section 3544(b). 
14 45 C.F.R. Part 164. 
15 In March 2005 testimony before Congress, the Chairman of the Federal Trade Commission, Deborah Platt Majoras, provided 
further support for this view by suggesting that the extensive scope of the security obligations imposed on the banking industry 
should be expanded to cover all industries. “Senate Banking Committee Members Grill ChoicePoint Executive on Breaches,” 
BNA Privacy & Security Law Report, March 21, 2005 at p. 351.   
16 Cal. Civil Code Section 1798.81.5(b) (emphasis added).  
17 See, e.g., Ark. Code Ann. § 4-110-104(b); Cal. Civ. Code § 1798.81.5(b); Conn. Public Act No. 08-167; Md. Commercial Law 
Code Ann. § 14-3503; Mass. Gen. Laws. Ch. 93H, § 2(a); Nev. Rev. Stat. 603A.210; R.I. Stat. 11-49.2-2(2) and (3); Oregon Rev. 
Stat. § 646A.622; Tex. Bus. & Com. Code Ann. § 48.102(a); and Utah Code Ann. § 13-44-20. 
18 Or. Rev. Stat. § 646A.622. 
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2. Overview of the Comprehensive Security Program 
 
The requirement for a comprehensive written information security program in all of the foregoing 

laws (including the Massachusetts Regulations) is based on the view that data security is a relative 
concept, and thus, that providing “reasonable security” requires implementing a fact-specific, risk-based 
process that addresses the company’s current business realities and adapts to future changes.  With some 
notable exceptions in the Massachusetts Regulations discussed below, these laws generally reject a one-
size-fits-all approach to the specifics of a security program, making it impossible to comply with these 
laws merely by implementing technologically sophisticated security “solutions.”19 

 
Instead, the legal requirement can be summarized by the phrase “process plus categories.”  That 

is, to satisfy its legal obligations to implement “reasonable security” a company must: (i) engage in a 
defined and repetitive risk-based “process,” and (ii) apply that process to all areas of its risk, including to 
selected “categories” of security controls specified in the applicable regulations. 

 
(a) The Process 

 
Like existing federal regulations and FTC policy, the Massachusetts Regulations require each 

covered company to implement the following process as part of the mandated comprehensive security 
program:  

• Assign Responsibility:  Designate one or more employees to maintain the security program;   

• Identify Information Assets:  Identify the corporate information assets that need to be protected, 
including records containing personal information and computing systems and storage media 
(such as laptops and portable devices) used to store such personal information;  

• Conduct Risk Assessment:  Conduct a risk assessment to identify and assess internal and 
external risks to the security, confidentiality, and/or integrity of its information assets, and 
evaluate the effectiveness of the safeguards currently in place for minimizing such risks;   

• Select and Implement Security Controls:  Select and implement appropriate physical, 
administrative, and technical security controls to minimize the risks identified in its risk 
assessment, including security controls within certain identified “categories” (discussed below);  

• Monitor Effectiveness:  Regularly monitor and test the security controls it has implemented to 
ensure that the security program is operating in a manner reasonably calculated to protect the 
personal information; and upgrade the security controls as necessary to limit risks;   

• Regularly Review Program: Review and adjust the information security program at least 
annually, including: (i) whenever there is a material change in business practices that could affect 
personal information, and (ii) following any incident involving a breach of security; and 

• Address Third Party Issues:  Take all reasonable steps to verify that each third-party service 
provider that has access to personal information has the capacity to protect such information 
in the manner provided for in the Massachusetts Regulations; and take all reasonable steps to 
ensure that each third party service provider is applying to such personal information 

                                                 
19 For a more detailed examination of  the legal requirements for “reasonable security” see Smedinghoff, “The State of 
Information Security Law: A Focus on the Key Legal Trends,” available at http://ssrn.com/abstract=1114246.  
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protective security measures at least as stringent as those required to be applied under the 
Massachusetts Regulations (discussed below).20 
 

(b) The Categories 
 
The Massachusetts Regulations, like other laws requiring a comprehensive security program, 

specify certain categories of physical, administrative, and technical security controls that a covered 
company must address in assessing its particular risks and business model as part of the process of 
implementing a compliant its security program.  Without specifying which specific security controls must 
be put in place, the Massachusetts Regulations require that: 
 

• The Physical Security Controls must include:  
 reasonable restrictions on physical access to records; and  
 storage of such records and data in locked facilities, storage areas or containers. 

   
• The Administrative Security Controls must include: 

 Limits on the amount of personal information collected, the time such information is retained, 
and the persons who are allowed to access it;  

 Policies regarding employee access and transport of records outside of business premises; 
 Disciplinary measures for violations of the security program; 
 Procedures to prevent terminated employees from accessing records; and 
 Security education and training for employees.   

 
• The Technical Security Controls must include:   

 Secure user authentication protocols;   
 Secure access control measures that restrict access to those who need such information to 

perform their job duties and assign unique identifications plus passwords to each person with 
computer access;  

 Encryption of all records containing personal information that travel across the Internet, are 
transmitted wirelessly, or are stored on laptops or other portable devices;   

 Monitoring of systems for unauthorized use of or access to personal information; and   
 Up-to-date firewall protection, operating system security patches for systems connected to the 

Internet, and up-to-date software providing malware and virus protection. 
 
While the Massachusetts Regulations identify these categories of required security controls, like 

federal law, they leave it up to the company to determine how such categories will be addressed.  The 
Regulations require only that the controls implemented in each category be responsive to its risk 
assessment.  Thus, the Guidance stresses that compliance (and, conversely enforcement) will be based on 
how rigorously and appropriately a business has analyzed and documented risk, and whether it has 
implemented security controls in each such category consistent with its risk assessment.  However, the 
Regulation’s security categories also contain some exacting criteria which raise at least two issues. 

 
First, some have argued that the Massachusetts Regulations include categories of controls not 

found in federal regulations, complicating the compliance process for entities already regulated by these 
statutes and introducing the possibility that a small state business could be more rigorously regulated than 
say, an international bank.  For example, the requirement that companies implement procedures to 

                                                 
20 The Amended version of the Massachusetts Regulations, released on February 12, 2009, deleted the requirement that 
companies obtain from each such service provider a “written certification” that such service provider has a written 
comprehensive information security program that is in compliance with the Massachusetts Regulations. 
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prevent terminated employees from accessing records is not expressly found in other laws, such as the 
GLB regulations.  On the other hand, certain specified standards are likely implied in other laws by the 
general process requirement to select and implement appropriate physical, administrative, and technical 
security controls to minimize the risks identified in the risk assessment.  Only if there was no risk of 
unauthorized access by terminated employees would there be no need for such procedures in the 
comprehensive security program. 

 
Second, and most significantly, however, although the OCABR stresses the fact that the 

Massachusetts Regulations are technology neutral, they do include requirements for encryption in certain 
cases.  
  
B. Duty to Encrypt Data 

 
In a departure from reliance solely on a risk-based approach, the Massachusetts Regulations, as 

well as some other newer state laws, are beginning to impose obligations to use encryption in certain 
situations regardless of the presence or absence of otherwise reasonable security. 

 
The trend began with laws regulating the transmission of social security numbers.  Laws enacted 

in Arizona, California, and Connecticut, for example, mandated encryption of social security numbers in 
the limited situation where a company required an individual to transmit his or her social security number 
over the Internet.21  Maryland later expanded the scope of this provision to also prohibit companies from 
initiating their own transmission of an individual’s social security number over the Internet unless it was 
“encrypted or the connection was secure.”22 

 
Then, on October 1, 2008, a Nevada law took effect which prohibited the electronic transmission 

of any personal information23 to a person outside of the secure system of the business (other than a 
facsimile) unless the information is encrypted.24   

 
The Massachusetts Regulations take the encryption requirement significantly farther.  They 

require any entity that stores or transmits electronic records containing personal information to encrypt 
that information in specific situations.25   Specifically: 

 
• Stored personal information must be encrypted if it is stored on “laptops or other portable 

devices.”  While “portable device” is not defined, it is presumably includes portable 
communication devices such as Blackberries and cell phones, as well as portable storage devices 
such as iPods and USB flash drives, and may include portable media such as DVDs.26  
 

                                                 
21 Ariz. Rev. Stat. § 44-1373, Cal. Civ. Code § 1798.85 and Conn. Gen. Stat. § 42-470. 
22 Md. Commercial Law Code Ann. § 14-3402(4). 
23  “Personal information means a natural person’s first name or first initial and last name in combination with any one or more of 
the following data elements, when the name and data elements are not encrypted: (a) social security number; (b) driver’s license 
number or identification card number; and (c) account number, credit card number or debit card number, in combination with any 
required security code, access code or password that would permit access to the person’s financial account.”  NRS 603A.040.   
24 NRS 597.970   
25 201 CMR 17.04(3) and (5). 
26 In its November 14, 2008 press release, the OCABR included "DVDs" in a list of examples of "portable devices", and while 
more likely to be considered portable media, rather than a portable device, because it is consistent with the Regulations and a 
risk-reducing best practice, companies addressing the encryption requirements of their written information security program may 
consider expanding the program’s encryption policies to expressly address and include portable media. 
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• Personal information being transmitted must also be encrypted, “to the extent technically 
feasible” if it “will travel across public networks,” or if it will “be transmitted wirelessly.”  Public 
networks clearly include the Internet and wireless transmission presumably includes 
communication even within a corporate network. 

 
 Such an absolute requirement for encryption of stored personal data, particularly on laptops and 
portable devices, represents a departure from existing law.27  Legislative history of the Massachusetts 
Regulations suggest that lawmakers were focused on these devices as a primary source of data breaches 
and sought to provide regulatory incentives to prevent such breaches in the future.  However, whether 
mandating encryption or other technologically and procedurally specific requirements becomes a trend 
remains to be seen.28  Regardless, the definition of encryption presents a unique challenge with all of 
these statutes, as technical issues such as what qualifies as encryption, and how strong it must be, are left 
unclear and muddy both compliance and enforcement efforts. 

 
C. Responsibility for Employees and Third Parties 
 

Although the Massachusetts Regulations allow a covered entity to determine how it will satisfy 
the various requirements of the legislation, the Guide suggests that the OCABR places a particular 
importance on how a covered entity addresses its administrative obligations relative to its employees and 
third party contractors and service providers who handle personal information.   

 
For example, the Guide's model information security program contains a provision that requires 

companies to retrain all personnel after adoption of the program, and to amend all employee contracts to 
require compliance with the program. It also includes a provision that requires companies to evaluate the 
ability of service providers to comply with the requirements of the Massachusetts Regulations, and to 
contractually require that such service providers be in compliance with the Regulations.29  

 
This concept – that a covered entity is ultimately responsible for the actions of its third parties 

service providers – is consistent with existing Federal data security law and is reinforced by a recent FTC 
enforcement action involving mortgage lender Premier Capital Lending, Inc.  In that case the FTC 
brought an action for, among other things, violating the Safeguards Rule by allowing a business partner 
which did not employ "reasonable and appropriate" security to safeguard sensitive data, to access 
consumer credit reports through Premier's system.30   
 
D. Penalties 
 

Although compliance with the Massachusetts Regulations will be a fact-specific exercise, and for 
many companies, complicated by joint and overlapping obligations to comply with other privacy and 
security laws, the potential costs of not complying with the Regulations could be significant.  The 
Massachusetts attorney general may seek a temporary restraining order or a preliminary or permanent 

                                                 
27 See, e.g., Guin v. Brazos Higher Education Service, 2006 U.S. Dist. Lexis 4846 (D. Minn. Feb. 7, 2006). 
28 The proposed New Jersey regulations do not include such an encryption requirement. 
29 The Regulations are applicable to the contracts of all vendors that handle in-scope data, even if their contracts were signed 
prior to May 1, 2009.  If they have not already done so, or do so on an ongoing basis, companies required to comply with the 
Regulations should have a strategy not only for prospective contracting, but for assessing the data security practices of current 
vendors who touch sensitive personal information, and a plan for amending or restating existing contracts based on the 
assessment and other requirements of the Regulations.  
30 In the Matter of Premier Capital Lending, Inc., FTC File No. 072-3004 (Agreement Containing Consent Order, November 6, 
2008), available at www.ftc.gov/os/caselist/0723004.  
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injunction under the Massachusetts Unfair Competition Statute (“Chapter 93A”)31 against any entity 
suspected of being in violation of the Regulations.  If a court finds that the Regulations were violated, it 
may impose civil penalties of up to $5,000 per violation, as well as court costs and attorneys’ fees.  The 
damage to a company's goodwill and reputation that may likely accompany an enforcement action could 
also impose significant cost on a business.  

 
The risk of class action litigation may also be a major concern for companies that fail to comply 

with the Regulations.  Massachusetts residents may bring a claim for unfair or deceptive practices under 
Chapter 93A, or a negligence claim by using the Regulations and Chapter 93A to establish the company 
breached a specific duty to safeguard his or her personal information.  Under Massachusetts law, a 
violation of the statute could constitute per se negligence and potentially expose defendant companies to 
claims in the amount of a plaintiff's actual damages, or $25.00, whichever is greater.  If damages are 
calculated on a per individual record basis, as is the case in CAN SPAM litigation, they could be 
significant. Treble damages are available for willful or knowing violations.  
 

*  *  * 
 
Overall, the legal trend is clearly to expand corporate obligations to secure sensitive consumer 

data.  As with the security breach notification laws that began in California, the nationwide scope of many 
businesses, and the borderless nature of modern electronic commerce may well make the Massachusetts 
Regulations the de facto law of the land for many companies.  If a company is not currently subject to a 
legal obligation to develop and implement a comprehensive written information security program, it 
likely will be soon.   
 

 

                                                 
31 Mass. Gen. Laws. Ch 93A 


